CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tw do - Hanh phuc
o Noi, ngay \thdng ¥ ndm 2021

BAO CAO KET QUA TU DANH GIA

NHIEM VU KHOA HQC VA CONG NGIIE CAP QUOC GIA
I. Théng tin chung vé nhiém vu:
1. Tén nhiém vu, ma sb:
Nghién cieu thiét ké, ché tao thiét bi phdt hién, phong ching xam nhdp mang mdy tinh phuc v
pht trién Chinh phu dién tir.
Mi s6: KC.01.28/16-20
Thuoc: Chuong trinh: Chuong trinh Khoa hoc va Cong ngh¢ trong diém Qudc gia giai doan
2016 2020 vé “Nghién ctru cong nghé¢ va phat trién san pham cong ngh¢ thong tin phuc vu
Chinh pha dién (0™, Ma s6: KC.01/16-20.
2. Muc tiéu nhi¢m vu:

Trong dé tai nay, chung 161 hudng dén thue hién hai muc tidu da xac 1ap trong dat hang
ctia BO Khoa hoc va Cong ngh¢, cu thé nhu sau:

1. Lam chu giai phap ky thuat, cong ngh¢ thiét k¢, ché tao thiét bi phat hién, phong chdng
xam nhép mang ndi bd (NetlPS), phat hién va phong chdng xam nhap may chu (HostIPS), quan
tri cac NetIPS va HostIPS (IPS Manager).

2. Ché tao, trién khai thur nghiém thiét bi tai co quan quan 1y nha nude phuc vu hoat dong
cua Chinh phu dién tu.

3. Chu nhi¢m nhi¢m vu:
Ho va tén: Ha Quang Thuy Ioc ham, hoc vi: PGS.TS.
Chte danh khoa hoc: Giang vién cao cap
Co quan: Truong Dai hoc Cong ngh¢ - DITQGIINSS
Dia chi: 1!3, 144 Xuan Thuy, Cau Gidy, I1a Noi
Dién thoai: 16 chire: 024.37547.813 Mobile: 09.13.58.59.69

E-mail: thuyhq(@vnu.edu.vn

4. To chirc chu tri nhiém vu:
Truong Dai hoe Cong ngh¢ - Dai hoc Quoc gia Ha Noi

Dia chi: Nha I3 -~ 144 Xuan Thuy - Cau Gidy - i Noi

Dién thoai: (84-24) 37547.461 I'ax: (84-24) 37547460
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Website: http://uet.vnu.edu.vn

5. Téng kinh phi thye hién: 7.820triéu dong.
Trong do, kinh phi tir ngan sach SNKH: 7.820 triéu dong.
Kinh phi tr ngudn khéc: 0 triéu dong.

6. Thoi gian thwe hi¢n theo Hop dong: 18 thing

Bat dau: 07/2019

Két thic: 12/2020

’,lh(‘n' gian thuc hién theo van ban diéu chinh cta co quan co thAm quyén (néu c6): kéo dai thém 08
thang, ket thie 08/2021
7. Danh sich thanh vién chinh thye hién nhiém vy néu trén gom:

e

TT Ho va tén Chire danh khoa Té chire cong tac

j hoc, hoc vi
1 Ha Quang Thuy PGS.TS Truong Dai hoc Cong nghé - DHQG HN
2 Nguyén Hai Chau, PGS.TS Truong Dai hoc Cong nghé - DHQG HN
3 Trdn Quang Dirc PGS. TS Vién CNTT - Truong DHBK HN
4 | Nguyén Linh Giang PGS.TS Vién CNTT - Truong DHBK HN
5 Ngo6 Lam Trung 1S Vién CNTT - Truong DHBK HN
6 | TranIlai Anh 1S Vién CNTT - Truong DHBK HN
7 | Bui Trong Tung ThS Vién CNTT - Truong DHBK TN
8 | Nguyén Tri Thanh PGS.TS Truong Dai hoe Cong nghé¢ - DHQG HN
9 | Vi BaDuy, ThS ThS Truong Dai hoc Cong ngh¢ - DHQG HN
10 | Hoang Xuén Tung 1S Truong Dai hoc Cong ngh¢ - DHQG TN
11 | Nguyén Hoai Son PGS.IS Truomg Dai hoc Cong nghé - DHQG HN
12 | Du Phuong Hanh s Truong Dai hoe Cong nghé¢ - DHQG HN
13 | Pham Hai Dang ThS Truong Dai hoc Cong nghé¢ - DHQG HN
14 | Tran Manh Thing 1S Cuc ATTIT =B TTTT
15 | Phung Van Trong 1hS Trung tdm CNTT - Bo GTVT
16 | Hoang Manh Cuong ThS Trung tam CNTT - B6 GTVT
17 | Trn Tiém ThS Trung tim CNTT — By GTVT
18 | L& Thuy Dung ThS Trung tdm CNTT -B6 GTVT
19 | Nguyén Duc Thuan ThS 1rung tdm Tin hoc — Cong bao TP HIN
20 | Dao Tuin Hung 1S Vién 10 - 36 Tu Lénh 86
21 | L& Xuan Durc 1S Vicn 10 - 39 Tu Lénh 86
22 | Pham Thi Huyén 1S Vicn 10- BO Tu Lénh 86
23 | Nguyén Irong I1ai 1S Vién 10 - BO Tu Lénh 86
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1.2. Danh muc san pham khoa hoc du kién img dung. chuy¢n giao (néu co):

S6 Tén sén pham Thoi gia u!u Co quan du kién li’né Ghi
TT kién @ng dung dung cha
¢ thong phat hién va phong chbng xam nhip
1 mang NectIPS, may chui HostIPS va 2021 B6 Giao thong van tai
[PSManager
He¢ théng phat hién va phong chdng xam nhip
2 mang NetIPS, may chi HostIPS va 2021 UBND TP Ha Noi
[PSManager
He thong phat hién va phong chng xdm nhap
3 mang NetIPS, may cha HostIPS va 2021 Vién phong Chinh phu
[PSManager
Hé thdng phat hién va phong chdng xam nhép _ o N
o . . I'ong cuc ky thuat - Bo
4 mang NetIPS, may chu HostIPS va 2021 B .
. Qudc phong
[PSManager

2. V¢ nhitng dong gdp mai ctia nhi¢m vu:

Nhom thue hién dé tai da tién hanh nghién ctru va phan tich cong phu, ¢6 hé théng va toan
dién cac két qua nghién ctru va trién khai tién tién vé phét hién va ngan chin xam nhap trén
thé gi6i. Trén co s& do, nhém thue hién dé tai hinh thanh nén tang khoa hoc va cong nghé
cho cac san phém NetIPS, HostIPS va [PSManager. Cac san phém nay duoc hinh thanh dua
trén cac tiép can tién tién trén thé @idi (1 cac nha khoa hoe, cac phong thi nghi¢ém, cac cong
ty ndi tiéng), vi vay, khong chi duoc xay dung dua tién cic k§ thuat tién tién nhit ma con

r
°r A

dua trén viéce su dung hiéu qua céc tai nguyén mo dang 14 nhat.

Tiép can tich hop nhidu hé théng NetIPS, HostIPS dua trén mot hé thdng quan 1y nhat quan
va cong tac thong qua IPSManager 14 phit hop voi xu thé hién dai trén thé gidi vé trién khai
cac hé théng phat hién va ngan chin xim nhap trong cic 16 chiic ¢ quy md 1on. Hon nira,
viée str dung phuong phap lai két hop phat hién dua t:en chi diu (voi bo tai nguyén chi ddu
16m) va phat hién dua trén bat thuong (véi cac k¥ thudt hoc may tién tién) gitp céc san pham

cua dé tai dap ung day du cac yCu cau dat ra cho dé tai.

Céc md hinh phat hién x4m nhap dua trén bit thuong ena dé (i duwoe xdy dung dua trén céc
k¥ thuat hoc may tién tién, ddc biét 12 cde k§ thudt hoc siu (¢ tiém ning giai quyét cac
thach thire 1on déi voi k§ thudt hoe may truyén thone). Dang thoi. cac md hinh nay duoc
dinh ky cai tién. Ion nita, mot sO van dé chuyén sau nhu “mét can bang 16p” hodc sir dung
ham mét mat da 1& trong hoc sdu phat hi¢n xAm nhép ciine da duoce phan tich giai quyét.
Céch tiép can nhu vay cho thdy tiém ning dap ung yéu cdu “khu vue cone dua trén dit liéu”

ctia Chinh phu di¢n tr va Chinh pht s6 Viét Nam véi ha tang k¥ thuat stir dung céc cong
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nghé tién tién nhu Dt lidu 16n, Tri tué nhan tao, v.v. da duoce xéc dinh trong Khung CPDT
2.0 da duoc ban hanh.

- Y tuong két hop st dung phdn cting hi¢u ning cao (CPU két hop GPU) véi ché tao bo mach
ASIC riéng kem nhing bd xir Iy mang NIC dé thiét 1p h¢ théng tich hop phan cimg - phan
mém phat hién va ngan chan xam nhip mang luu lugng 16n di tao ra mot sang kién co y
nghia. Sang kién nay duogc ké thira tir cic két qua nghicn ctru khoa hoc cap nhat nhét, cac
két qua thiét ké thiét bi ctia mot sd hing ¢6 uy tin (ching han, Firepower 9300 SM48 cua
Cisco, Tippingpoint 8200TX cua Trend Micro) da gitp san pham NetIPS ctia & tai dap tmg
vuot muc yéu ciu 80 triéu két ndi ddng thoi ma ban dau twone chimg khong thé vuot qua.
Toan bd cdc chi tidu ca vé hiéu ning 1an cic chiic ning st dung cta hé thdng NetIPS da
duoc kiém tra, danh gia va xac nhan bai Trung tdm chimg nhan phthop QUACERT, 'l‘éng

cuc ticu chudn do luong chét luong, B KIICN.

- Nhom thuc hién dé tai da tap hop duoc nhidu nhom thanh vién ¢d chuvén mon sau, kinh
nghiém nhiéu, tinh than cng tac 161, d& dat nhidu sang kin trong xAy dung va dénh gia cc
san phdm cua dé tai. Chinh vi vay, cdc san pham ctia d& (30 duge xdy dung €6 chat luong
dap tmg yéu cdu, duoc danh gid thir nghiém cong phu va chuyén nghicp tai Trung tam
CNTT (Bo Giao thong Van tai) va Trung tdm Tin hoc- Céng bio (Uy ban nhan dan Thanh
phd Ha Noi).

- Cac két qua khoa hoc, cong ngh¢ da duoe nhom lam chi 6 (he k& &0 nhu: cdng nghé xu
Iy, phan tich goi tin & khong gian neudi dime st dung thu vién DPDK ctia Intel; cong ngh¢
hoc sdu (CNN, DNN, LSTM, ...) tng dung trong phit hién xdm nhap mang, phong chong

tan cong DDoS, phat hi¢n ma doc; cong ngh¢ tinh todn hicu ning cao, xur 1y song song trong

CPU véi k§ thuat phan tach va gan chuyén biét timg 101 CPU dé xir [V cdng viée theo chire
ning (phdn tich dir liéu/ra quyct dinh/di¢u phoi) va theo timg ludng dir licu mang. Két hop

- ~

xt 1y dit liéu trong GPU dé nang cao hi¢u nang du dodn xam nhdp mang v6i mé hinh hoc

sdu; cong nghé quan ly dit lidu 16n st dung Elastic Stack trén méi trudng cum may tnh,
cho phép van chuyén, phan tich, chudn hod, truy van, true quan hoa dir lidu vét xam nhap
dat mac 100GB mdi ngdy; va cong nohé chi dong do quét, nedn c¢hin ma doc trong sudt
v61 nguoi dung dua trén co ché Sandbox.

- Nhiing dong gdp vé mét hoc thudt cling 7

o

dugce the hitn th
cép bang Sang ché cua B KIICN va di duroe chap nhian don hop 16004 bai dang ky y€u hoi
thao qudc té Scopus/WoS; va dang euri xét ding 01 bii tap ¢hf quoe 1¢ thude danh muyce ISI,

Q1-Scopus.
3. Vé hiéu qua cia nhi¢m vu:
3.1. Hi¢u qua kinh t¢
Ngoai viée phuc vu cho cac co quan nha nude, ba sin pham chinh cua nhiém vu la (1)

Thiét bi phat hién, phong chong xam nhip mang ndi bo Net!PS, (i) h¢ thong phat hién, phong

chéng x4m nhap may chu HostIPS, (iii) h¢ thong IPSManagcr quian 1y Net!P's va HostIPS hoan

e



toan ¢o thé mo rong, dua ra thi truong trong nude dé phuc vu cac 16 chire, doanh nghiép ngoai
cong lap trong c¢ong tac dam bao ATTT noi chung. Céc sén phdm cta d¢ 1ai hoan toan ¢6 thé
duoc thuong mai hoé va trién khai nhu 14 giai phap phét hicn va phong ch dng xam nhap mang
ndi bd va may chi. Cac san phdm nay s& cho phép giam duge chi phi ma cac t6 chirc, doanh

nghi¢p phai dau tu. xdy dung hé thong san phidm thuong mai c6 gia thanh rit cao.

HostIPS duoc phat trién dé bao vé may chii, nhung hoan toan ¢6 {h¢ tay bién dé phu hop
khi cai dat tai cac may tram. Vi dinh hudne nay, ostIPS s¢ ¢ cdc tinh ning tuong duong voi
mdt sb san phdm thuong mai nhu Kaspersky Internet Sceurity va ¢ th * ri¢n khai tai héu hét
co quan, to chiic nha nude va doanh nohicp tu nhan.

) n 2

Thiét bi NetIPS ¢6 tiém nang phat tricn, md rdne dé san xuat doi trd phue vu cho cdc

doanh nghiép trong linh vuc an ninh mang. 11¢ thong IPS Manager ¢6 hé (ricn khai theo md

hinh dién todan ddm mdy. Trong md hinh nay, IPS Manager thue hicn thi thip thong tin tir cac

r N
A N

NetIPS va HostIPS. T dé, cung ¢p cai nhin tdng quan hon vé tinh hinh an ninh mang tai Viét
Nam, cac nguy co gay mat an toan théng tin. thue hidn ¢Ap nhat kip thoi lndt, ban va va mau

ma doc dé bao v¢ ha tdng mang va CNT'T tai cac don vi ricn khai.
3.2. Hi¢u qua xa hoi

Ngoai nhitng tac dong ve kinh (¢ néu trén, cac két qua, san phiam ciia ¢ (Al cling ¢6 nhitng

tac dong tich cuc dbi voi x4 hdi va moi trudng noi chung. Mot so nhime tic dong chinh tir cc

két qua nghién ctru trong dé tai nay c6 thé 1t ké ra nhu dudi day:

e (Giam thi¢u chi phi ngoai t¢ trong vi¢c mua cac san phﬁm trone (u ctia nude ngoai, dac
biét doi voi nhitng h¢ thong Net!PE, HostPS vt quy mo [om;

2

e Dam bao duoc nhiing vin dé an toan phan mém khi tritn khai nhi mgi ¢ thong dam bao
ATTT noi chung trong co quan nha nude. Dy cting la mot trong nhing loi diém no1

bat nhét khi cac san pham cia dé ti duge cic nhom nehién el (i cae trudng Dai hoc,
Op phan giam thicu cling

2

nhu tranh duge nhitng nguy co mat ATTT tr chinh nhitme sdn phim ngoai nude, dac
biét ddi voi thiét bi NetIPS khi dat ki iCm soal & ma ne ndi bo.

co s& nghién ctru ctia Nha nude xay dung va phat tricn; tr dé ¢

n

e TUng bude xay dung duoe doi ngll chuyén trach Iam dich vir didm bio ¢dp nhép va van
hanh tron tru thiét bi phat hicn va phong chéng xAm nhap Net!PS, phat hién va phong
chéng x4m nhap méy cht Host1PS.

Ngoai ra, san phdm ctia dé tai hoan toan ¢6 thé duoe mdr rong, tme dung cho cdc doanh
nghiép, t6 chiic khac. Khi d6, toan bd nhiine tac dong néu trén eon b pho lan toa rong hon nira,
tr d6 minh chirng 16 nét hon nhiing tic dong tich cuce vahiu fch cia cfe san phz;im dé i trong

kinh 1€ - x4 hoi va moi truong.

Sau khi hoan thién, phat tricn thém cic tinh 1 Huvan Bict, hat he thong phan mém
trong nhiém vu nay ¢6 thé trién khai phue v cong tie nehicp vu irone /e don vi ¢6 nhiém vu
dam bao an ninh x4 hoi, quoc phone nhu Cue CNTT Coe Anninh nere - 24 Cong an, BO Tu

1énh 86 — Bd Qudc phong.



IIL. Tw d4nh gia, xép loai két qua thye hi¢n nhiém vu
1. V& tién do thuc hién: (ddnh ddu Vv vao 6 twong iing):
- Nop hé so dung han
- Nép cham tix trén 30 ngay dén 06 thing

OOX

- Nop ho so chdm trén 06 thing

2. Vé két qua thyc hi¢n nhiém vu:

- Xudt sdic []

- Dat X

- Khong dat L]
Giai thich 1y do:

D& tai KC.01.28/16-20 d4 hoan thanh muc tiéu nghién ciru, da hoan thanh diy dd cac san
pham, dap ting dugc cac yéu cau vé sb luong, chét luong, khéi luong da dat ra trong thuyét
minh va hop dong da ky. L e

Cam doan ndi dung ctia Béo céo 14 trung thuc; Chi nhiém va cac thanh vién tham gia thuc
hién nhiém vu khong sur dung két qua nghién ctru clia ngudi khac trai véi quy dinh cua phap

luat.

CHU NHIEM NHIEM VU THU TRUONG
K/THIEU TRUGNG

TO CHU@@HI@M&WH@M \4Y \

I /

/ \f?\\

17 ) anuts )
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