CONG HOA XA HOQI CHU NGHIA VIET NAM
DPoc lap - Tw do - Hanh phic
Ha Noi, ngay 25 thang 02 nam 2021

BAO CAO KET QUA TU PANH GIA

NHIEM VU KHOA HQC VA CONG NGHE CAP QUOC GIA
I. Théong tin chung vé nhiém vu:
1. Tén nhiém vy, ma so:
Nghién curu, xay dung hé thong danh gida, quan ly rui ro va ho tro xu ly sw co an toan thong tin
trong Chinh phu dién ti.
Mai sb: KC.01.19/16-20
Thudc: Chuong trinh: Chuong trinh Khoa hoc va Cong nghé trong diém Qudc gia giai doan
2016 2020 vé “Nghién ctru cong nghé va phat trién san pham coéng nghé théng tin phuc vu

Chinh phu dién ta”, Ma s6: KC.01/16-20.

2. Muc tiéu nhiém vu:
Trong dé tai nay, chang toi hudng dén thuc hién hai muc tiéu da xac 1ap trong dit hang

cua B9 Khoa hoc va Cong nghé, cu thé nhu sau:

1. Xay dung hé théng phuc vu hoat dong danh gia, quan Iy rai ro va hd tro xur 1y sy ¢b an
toan thong tin trong cac hé théng cong nghé thong tin tai cac co quan nha nudc.

2. Hinh thanh quy trinh danh gia, quan 1y rai ro va hd tro xir Iy su ¢b an toan thong tin
trong Chinh phu dién tir Viét Nam, phut hop véi tiéu chuan qudc gia va qudc té vé an toan thong
tin.

3. Chi nhiém nhiém vu:
Ho va tén: Nguyén Ngoc Hoa Hoc ham, hoc vi: PGS.TS.

Chtrc danh khoa hoc: Giang vién cao cap

Chtrc vu: Chu nhiém B mon.

Co quan: Truong Pai hoc Cong nghé - DPHQGHN

Dia chi: E3, 144 Xuan Thuy, Cau Gidy, Ha Noi

Dién thoai: T chuc: 024.37547.813 Mobile: 09.04.10.48.20

E-mail: hoa.nguyen@vnu.edu.vn

4. T6 chirc chi tri nhiém vu:
Truong Pai hoc Cong nghé - Pai hoc Quéc gia Ha Noi

Dia chi: Nha E3 — 144 Xuan Thuy - Cau Gidy — Ha Noi
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Dién thoai: (84-24) 37547.461 Fax: (84-24) 37547460

Website: http://uet.vnu.edu.vn

5. Tong kinh phi thye hién: 6.885 tri¢u dong.
Trong d6, kinh phi tir ngan sdch SNKH: 6.885 tridu dong.
Kinh phi tir ngu6n khac: 0 triéu dong.

6. Thoi gian thuce hién theo Hop dong: 24 thing

Bat dau: 01/2019

Két thiic: 12/2020

Thoi gian thyc hién theo van ban diéu chinh ctia co quan c6 thAm quyén (néu c6): kéo dai thém 02
thang, ket thuc 02/2021
7. Danh sach thanh vién chinh thyc hién nhiém vu néu trén gom:

TT Ho va tén Chirc danh khoa T6 chirc cong tac

i hoc, hoc vi
1 Nguyén Ngoc Hoa PGS.TS Truong Pai hoc Cong nghé - PHQG HN
2 Nguyén Thi Hau TS Truong Pai hoc Cong nghé - PHQG HN
3 Phung Vin On TS Trung tdm tin hoc - VPCP
4 Lé Viét Ha ThS Trung tam tin hoc - VPCP
5 Phung Van Tho ThS Trung tdm tin hoc - VPCP
6 Khuét Hoang Kién KS Cuc CNTT&DLTNMT — B6 TNMT
7 Tran Vin Trung TS Cuc CNTT&DLTNMT — B6 TNMT
8 Ngo6 Quang Huy TS VNCERT - B TTTT
9 | Hoang Minh Tién ThS Cuc ATTT —Bo TTTT
10 | Pang Minh Tuan TS Cong ty TNHH Viét Ky
11 | Téng Minh Pirc TS HVKTQS — Bb Qudc phong
12 | Nguyén Quang Uy PGS.TS HVKTQS — B6 Qudc phong
13 | Ha Quang Thuy PGS.TS Truong Pai hoc Cong ngh¢ - PHQG HN
14 | Nguyén Tri Thanh PGS.TS Truong Pai hoc Cong nghé - PHQG HN
15 | Lé Phé b6 TS Truong Pai hoc Cong nghé - PHQG HN
16 | Nguyén Pai Tho TS Truong Pai hoc Cong ngh¢ - PHQG HN
17 | Tran Trong Hiéu TS Truong Pai hoc Cong nghé - PHQG HN
18 | Lé Hong Hai TS Truong Pai hoc Cong nghé¢ - PHQG HN
19 | Vii Ba Duy ThS Truong Pai hoc Cong ngh¢ - PHQG HN
20 | Du Phuong Hanh TS Truong Pai hoc Cong nghé - PHQG HN
21 | Pham Hai Dang ThS Truong Pai hoc Cong ngh¢ - PHQG HN




II. Ngi dung ty danh gia vé két qua thye hi¢n nhiém vu:
1. Vé san pham khoa hoc:

1.1. Danh muc san phdm d3 hoan thanh:

. S6 lwgng Chit hrgng
L
pr | Ténsan pham | x,4¢ Khéng | Xuat Khéng
. Dat . DPat
sac dat sac dat
ba tao dugc 06 USB chuyén dung, dugc cai san phﬁn mém mém thu thap ching ctr vé su ¢ mat ATTT trén ca Linux
13n Windows véi cac thong s6 k¥ thuat nhu sau:
o St dung chuan giao tiép tir USB 3.0, dung lugng 128GB.
o St dung dinh dang dit liéu chuyén biét chéng nguy co lay nhiém nguoc ddi voi thiét bi USB véi co ché ma hoa,
dugc té chire gdm 3 phan ving chuyén biét.
o Phanvung I: chéng ghi str dung co ché LUKS trén Linux, chtra cac phin mém cong cu sau:
USB chuyén » Hé diéu hanh Linux chuyén dung phuc vu thu thip ching ctr sy ¢6 ATTT;
dung, duoc cai = Phin mém cong cu IncidentCollect trén Linux dé thu thap chimg ctr trén thiét bi luu trit, c6 co ché dam bao tinh
sin ph?m mém toan ven dit liéu chimg ctr thu thap duoc, bao gdm cac dit liéu nhu Registry, Windows logs, cau hinh hé théng, lich
L. thu thap chung X st nguoi dung, caches trinh duyét, cac tép hé théng quan trong cia Windows,...
clr vé su ¢ o Phanving 2: chéng ghi véico ché BitLocker, thiét 1ap quyén chi doc, chira phan mém cong cu IncidentCollector.exe
mat ATTT trén Windows phuc vu thu thap ching cir vdi co ché dam bao tinh toan ven:
=t bo nho chinh RAM, bao gém: thong tin trang thai mang, cac céng dugc md, bang dinh tuyén; dit liéu trao d6i
qua cac céng mang dugc ma; dit liéu cac tién trinh dang hoat ddng; dir li€u céc tép tin dugc thao tac tir xa; thong tin
nguoi dung va may tinh.
= 1ir thiét bi heu trik, bao gdm cac dit liéu nhu:Registry, Windows logs, cau hinh hé thdng, logs ngudi dung (caches
trinh duyét), cac tép hé théng quan trong ciia Windows,...
Phdn viing 3: dé luu dit lidu chung cw, duge cap nhat boi cong cu phan mém thu thap chimg cir duoc xay dyung trong dé
tai.
5 Heé théng danh X H¢ thong danh gia, quan 1y rii ro ATTT, UET.SRA, bao gbm:
" | gi4, quan Iy rui




ro an toan
thong tin trong
cac hé thong
cong nghé
thong tin

- CSLD tap cac nguy co rui ro, 16 hong mét an toan thong tin; st dung chuén SCAP (Security Content Automation
Protocol) ciia NIST véi cac loai tap mau véi sé luong t6i thiéu 100.000 CVEs, 270.000 CPEs, 28.000 miu OPAL va
9.000 miu CERT.
- Tép cac mau ro quét 16 hong véi sé lugng khoang 60.000 mau.
- CSDL tép cac md hinh mAu dé danh gia va quan 1y rui ro an toan thong tin tai co quan cip B9, tinh, thanh phd truc
thudc Trung wong.
- 02 phin mém hd tro phén tich, phat hién, thu thap cac nguy co, 156 hdng din dén rui ro mit an toan thong tin:
1. Céng cu vScanner hé trg phén tich, phat hién, thu thdp cdc nguy co, 16 hong dan dén rii ro ATTT:
o Do quét dugce cac 16 hdng trong cac hé théng CNTT (bao gdm ca thiét bi mang, hé diéu hanh) dwa trén cac mau
10 quét 16 hong,
o Phan loai mirc d6 riii ré anh hudng dén hé théng CNTT theo d6 do CVSS (tir 0 dén 10),
o Phat hién dugc cic Windows policy bi vi pham trén cic may tinh Windows da duoc cip quyén,
o Phat hién dugc cac may tinh Windows chua thi hanh va 4p dung nhimg ban va 16 héng da dugc nha cung cép
khic phuc,
o C6 kha nang thi hanh song song d¢é tang hiéu ning do quét,
o C6 kha ning luu lai cic két qua do quét vé CSDL chung cua hé thong.
2. Céng cu wScanner do quét, phan tich, phat hién (cé vimg dung phirong phép hoc sdu) va thu thdp cac nguy co, 16
héng trong ma nguon g dung Web dwoc xdy dung bang cdc ngoén ngit PHP, ASP, tir d6 giri vé CSDL chung cia hé
théng.
- 05 dich vu tryc tuyén quan 1y rii ro, bao gdm phan tich, danh gia, dé xuat phuong an xtr Iy, giam sat rii ro ATTT.
Cac dich vu nay co thé hoat dong doc 1ap va duoc tich hop trong mot giao dién chinh (dashboard) dé thuén loi str dung:
1. Dich vu quan ly quy trinh nghiép vu danh gia, quan ly rui ro ATTT, voi cac chirc nang:
o Tim kiém, tra ctru cadc mo hinh mau phuc vu danh gia ATTT,
o Quan ly quy trinh danh gia va quan ly rai ATTT,
Udc lugng rii ro ATTT theo do do CVSS.
2. Dich vu quan Iy téc vu xdc dinh rii ro ATTT trong cdc hé thong CNTT, véi cdc chire ning:

@]

Quan 1y cac tién trinh do quét va phat hién rai r6 ATTT sir dung vScanner,
Quan 1y céc tién trinh do quét 15 hong va Webshells sir dung wScanner,
Lap lich thi hanh tién trinh do quét rai ro ATTT stir dung vScanner hodc wSanner,

o O O O

Quan ly danh muyc céac tac vu xac dinh rii ro ATTT.
3. Dich vu quadn Iy riii ro ATTT trong cdc hé thong CNTT, véi cdc khd néing:
o Quan ly danh muyc cac két qua rui ro ATTT da duoc phat hién,




o

Phan tich, danh gia toan bd cac rui ro ATTT da phat hién dugc dua trén cac nguy co khai thac cac 16 héng bao

mat; phan loai theo mirc d¢ anh hudng dén hé théng CTTT theo t6i thiéu 3 mirc (Cao, Trung binh, Théip) dua trén
dd do CVSS (tir 0 dén 10),

@)
@)

@)
@)
@)

o

Dé xuét phuong an xir Iy cac 16 hong, Windows policy vi pham quy dinh, cép nhét cac ban vé 15 hong,

Sinh bao céo, thong ké két qua phan tich, danh gia theo nhitng dinh dang phd bién (PDF, HTML, XML, ...),
Hb tro goi y phuong an xir Iy rai ro ATTT,

Quan 1y va hd tro giam sat két qua xt 1y rai ro ATTT,

Tim kiém thong tin trong tap dit liéu riii ro va phuong an xtr 1y rai ro ATTT.

4. Dich vu quan ly cac hé théng CNTT va cac CSDL, voi cac khad nang:
Quan 1y danh muc cac hé théng CNTT (ca cac hosts 1an cac ing dung) trong co quan nha nude kém theo cic

nguy co cong nghé tuong ung,

o

o O O O

O O O 0O O O

Quén 1y tap md hinh mau dé danh gia va quéan 1y rii ro trong co quan,

Quén 1y cac ban va va chinh sach ap dung ban vé tu dong tai cac thiét bi dau cudi,

Quan ly danh muc cac quy dinh Windows Policy,

Quén ly tap dit liéu CPEs, CVEs va OPAL, cic 15 hdng dugc cac trung tdm tng ctru khén cap xéac lap,
Quan 1y cac mau kiém tra 15 hong.

5. Dich vu quan tri toan by hé théng, voi cdc chirc nang:
Dashboard dé hién thi cac thong tin chinh ctia hé thong,
Quan ly nguoi dung,
Quan 1y cac tai khoan phuc vu do quét sau va vé 15 hong,
Quan ly cAu hinh hé théng,
Diéu phéi thi hanh cac ban va tai cac may Windows dugc giam sat,
HO trg lién thong voi nhitng két qua giam sat ha ting mang tir cac d& tai khac nhu hé thong phan tich vét truy

cép, hé théng giam sat ha tﬁng mang, ...

Hé théng hd
tro xtr 1y su ¢b
an toan thong
tin trong cac
hé thdng cong
nghé théng tin

Hé thong phin mém trung tim, UET.SIR, phuc vu phén tich chirng ctr, phat hi¢n nguyén nhan sy c6, hd trg cong
tac xir Iy sw ¢ ATTT, gom bén phan hé ¢é cac chire ning va yéu ciu khoa hoc chinh sau:

o Phdn hé quan Iy quy trinh hé tro xit Iy sw ¢6 ATTT, v6i cac chiic nang chinh:

Quan Iy quy trinh xur 1y sy ¢6 ATTT,
Quan 1y cic mau quy trinh théng dung c6 thé ap dung dé xir Iy sw cd ATTT.

o Phdn hé quan Iy dit liéu chitng cit swe cé6 ATTT, véi cac chirc nang:

Quan Iy céc su ¢b ATTT,

Tiép nhan cac dit liéu chimg ctr da thu thap duoc,

5




* Hb tro khoi phuc dit li¢u tir anh 6 dia thu thap duoc, truy xuat dir liéu bi 16i bang dinh vi tép tin thong qua su
dung cong cu autopsy trudc khi lay phan tich,

= Quaén Iy va tra ctru dir lidu ching ctr, theo hd so, may tinh bi sy ¢, thoi gian thu thap va kiéu dir lidu su cd.
= Tim kiém theo tir khoa trong tap bo dit lidu chimg ctr, cung cap chirc nang thu hep két qua theo hd so/may
tinh/ngay/kiéu dit liéu sy cd.

o Phdn hé phan tich, xic dinh nguyén nhan va hé tro cong tac xir Iy sw c6 ATTT, véi cac chirc nang:
* Phan tich, x4c dinh nguyén nhan su ¢ ATTT thong qua do quét mé doc, tir dit liéu chimg ctr trong bd nhé chinh
(thong tin trang thai mang, cac cong dugc md, bang dinh tuyén; dit liéu trao d6i qua cac cong mang duge ma; dir
liéu cac tién trinh dang hoat dong; dir liéu céc t&p tin dugc thao tac tir xa; thong tin ngudi dung va may tinh), tir dir
lidu chimg ctr trén thiét bi luu trir (Registry, Windows logs, cau hinh h¢ théng, logs ngudi ding (caches trinh duyét),
c4c tép hé théng quan trong ciia Windows,...),

* Sinh béo céo, théng ké vé su ¢b ATTT,
= Tu vén, goi ¥ hd tro chuyén gia xdy dyng phuong an xt 1y sy ¢ ATTT.

= HO trg danh gi4, phan tich sy ¢d ATTT theo phuong phap xép chéng, phén tich so khac, duyét theo dong thoi
gian.

= Cho phép chuyén gia d4nh gi4, xac dinh sy ¢ ATTT truc tiép khi thuc hién cac chirc nang néu trén.
o Phan hé quan tri toan by hé théng, voi cac chirc nang:

= Quan tri nguoi dung va hé théng,

= Quan ly cac cong cu phuc vu phan tich, xac dinh nguyén nhan sy ¢b ATTT,

* Quan ly, cp nhat hé diéu hinh Linux chuyén dung va cac phin mém thu thap dit liéu chimg ctr trén USB chuyén
dung.

Tai liéu dac ta

quy trinh danh

gia, quan ly rai
ro ATTT trong
Chinh phu dién
tir Viét Nam

Dic ta chi tiét quy trinh dénh gia, quan 1y riii ro ATTT trong Chinh phu dién tir Viét Nam, phu hop véi tiéu chudn qudc
gia va qudc té vé an toan thong tin nhu ISO/IEC 27001 (TCVN ISO/IEC 27001:2009), ISO/IEC 27005:2011 (TCVN
10295:2014), NIST SP30r1, NIST SP800-39, NIST SP 800-53 Rev. 4 va ISO/IEC 15408:2017.

Tai liéu dac ta

quy trinh chung

phuc vu danh

- Lam 18 dugc quy trinh chung phuc vu danh gia, xur ly, chép nhén va giam sat rui ro an toan thong tin tai co quan nha
nudc ce“ip B9, tinh, thanh phé truc thudc Trung wong.

- C6 cac mo hinh mau dé co thé trién khai, danh gia va quan 1y riii ro ATTT tai 01 Bo TNMT.
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gi, xir Iy, chap
nhén va giam
satrii ro ATTT
tai co quan nha
nudc cép Bo,
tinh, thanh phd
truc thudc

Trung vwong.

Tai liéu dac ta
quy trinh thu
thap ching cu
va hd tro xir Iy
su cd ATTT

Pac ta chi tiét quy trinh thu thap ching cu va hd tro xtr ly su cd ATTT trong Chinh phu dién tr Viét Nam, phu hop véi
tiéu chuan qudc gia va qudc té, cu thé 1a ISO/IEC 27035-2011 (TCVN 11239:2015), NIST SP800-61r1.

Tai liéu phan
tich, thiét ké
toan bo hé thong
danh gia va
quan ly rui ro
ATTT

Dic ta chi tiét qua trinh phan tich, thiét ké toan bo hé théng danh gia va quan 1y rii ro an toan thong tin voi cac ndi
dung chinh sau:
- MBO hinh kién trac hé théng
- Nén tang thu vién h¢ théng kém cac luge d6 CSDL
- Phin mém do quét, phat hién thu thap cac 16 héng trong cac hé théng CNTT, cac Windows policy chua déap ung
quy dinh, thong tin vé cac ban va trén Windows chua dugc cip nhat (vScanner)
- Phin mém phan tich, phat hién cic nguy co, 16 hdng trong ma ngudn tng dung Web st dung ngén ngit PHP, ASP
(wWScanner)
- Namdich vy tryc tuyén quéan 1y rui ro, bao gdm phan tich, danh gia, dé xuat phuong 4n xir ly, giam sat risi ro ATTT:
e Dich vu quan ly quy trinh nghi¢p vu phuc vu cong tac danh gia, quan ly rai ro ATTT,
e Dich vu truc tuyén quan ly tac vu do quét xac dinh rii ro ATTT,
e Dich vu truc tuyén hd tro phén tich, danh gia cac rii ro ATTT da dugc xac dinh dugc, dé xuét phuong an xi
Iy va giam sat két qua xir Iy rui ro ATTT,
e Dich vu cac hé thdng CNTT va cac CSDL mau trong hé thong quan 1y rii ro,

Dich vu quan tri toan b hé théng.

Tai liéu phan
tich, thiét ké

Tai liéu phan tich, thiét k& toan bo hé théng hd tro xtr Iy sw ¢ ATTT, bao gdm céc thanh phan chinh:
- Mb hinh kién tric hé théng,




toan bo hé thong
ho tro xur 1y sy
¢d ATTT

- Chtrc nang, nhiém vu cua USB chuyén dung phuc vu thu thap di liéu chung cu,
- Congcu phén mém phuc vu thu thap thu thap dir liéu chimg cwr, ca trong bo nhd chinh 1an trong cac thiét bi luu tri,
- Vai tro, chtic nang, nhi¢ém vu ctia phén mém trung tdm phuc vu phéan tich ching ctr, phat hién nguyén nhan sy cé,
hd trg cong tac xir Iy sy ¢ ATTT, véi cac phan hé:
e Phan hé quan Iy quy trinh hd tro xtr 1y sy ¢ ATTT,
e Phan hé quan ly dit liéu chimg ctt sy ¢ ATTT,
e  Phan hé phan tich, xac dinh nguyén nhan va hé trg cong tac xu ly su ) ATTT,

Phan hé quan tri toan b hé thong.

Tai li¢u hudng
dan quan ly, van
hanh, khai thac

va su dung hé

-Co déy dua thong tin dé huéng dan quan 1y, van hanh, khai thac va sir dung hé théng danh gia, quan Iy rai ro ATTT,
dua trén quy trinh danh gia, quan ly rui ro trong Chinh phu dién tir Viét Nam
- Co6 day du thong tin dé hudéng dan quan 1y, van hanh, khai thac va str dung hé théng hd trg xir 1y sy ¢6 ATTT, dwa trén
quy trinh xtr 1y sy ¢6 ATTT di duoc xay dyung.

9. thdng danh gia,
quan ly rui ro va
hd tro xir Iy su
cb ATTT
Béo cdo két qua Trinh bay day du qué trinh thir nghiém tai Cuc CNTT va dit liéu TNMT — B6 TNMT, v6i nhimng ndi dung chinh gdm:
trién khai, danh - Kich ban thir nghiém gém 14 bai kiém tra cho hé thng danh gia, quan 1y rii ro ATTT; 06 bai kiém tra d6i voi hé
gié thir nghiém thdng hd tro xur 1y sy cb.
hé théng danh Céc két qua thir nghiém twong tng véi nhitng kich ban cho ca hai hé théng phin mém san pham cua dé tai.
10. gia, quan ly rai
ro va hd tro xur
Iy s c6 ATTT
tai BO TNMT
P xay dung dugc 02 giai phap nop Bo KHCN dé xin cp bang sang ché/giai phap hiru ich:
Bao céo giai 1. "Phwong phdp phat hién doan md djc trong ma nguon vmg dung Web sir dung ngén ngir PHP". Ma s don 1-2020-
" phap hiru ich 06834 (26/11/2020) da duge Cuc S6 hiru tri tué Bo KH&CN chip nhan don hop 18 theo Quyét dinh s6 1494w/QD-SHTT

san pham cua de

tai

ngay 29/01/2021.
2. "Phuong phdp phdt hién doan ma dc trong ma nguon ieng dung Web sir dung ngon ngit ASP". Ma s6 don 1-2021-
00205 da dwoc Cuc So hitu tri tué BO KH&CN nhan hd tir 15/01/2021.
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12.

Béo céo tong
két va tom tat

két qua dé tai

Téng hop duoc toan bd nhimg két qua thu dwoc tir cac ndi dung da thuc hién trong nhiém vy nay

13.

Bai bao khoa

hoc

Pd cong bé diege 06 cong trinh, gom:
04 bai tap chi (03 trén tap chi qudc té thudc danh muc Scopus, WoS; 01 bai trén tap chi uy tin trong nuérc)

1. Nguyén Kim Sao, Nguyen Ngoc Hoa, Pham Van At (2020), An effective reversible data hiding method based on
pixel-value-ordering, Journal of Computer Science and Cybernetics, V.36, N.2 (2020).

2. Tran, Nghi Phu and Hoang, Dang Kien and Ngo, Quoc Dung and Nguyen, Dai Tho and Nguyen, Ngoc Binh, 4
Novel Framework to Classify Malware in MIPS Architecture-based IoT Devices. Hindawi Security and Communication

Networks. Volume 2019, Article ID 4073940 (SCI-E, Scopus).

3. Phuong-Hanh DU, Ngoc Son DUONG, Ngoc-Cuong NGUYEN and Ngoc-Hoa NGUYEN, 4 Fast Computation
of the Betweenness Centrality in Social Networks, International Journal on Emerging Technologies, 11(2):370-377 (WoS,
Scopus), 2020

4. Ha LE Viet, On PHUNG Van and Hoa NGUYEN Ngoc, “Information Security Risk Management by a Holistic
Approach: a Case Study for Vietnamese e-Government”, [ICSNS International Journal of Computer Science and Network
Security, Vol. 20, No. 6, pp.72-82, 2020 (WoS-ESCI).

5.Ha V. Le, Tu N. Nguyen, Hoa N. Nguyen, “Hybrid ASP.NET Webshell Detection Using Static Analysis and Deep
Learning”, submitted to Computers & Security Journal, 2021.

02 bai trén Ky yéu H§i nghi qudc té (danh muc Scopus/WoS)

1. Ngoc-Hoa NGUYEN, Viet-Ha LE, Van-On PHUNG, and Phuong-Hanh DU. 2019. Toward a Deep Learning
Approach for Detecting PHP Webshell. In the Tenth International Symposium on Information and Communication
Technology (SoICT 2019), December 4-6, 2019, Hanoi - Ha Long Bay, Viet Nam. ACM, New York, NY, USA, (WoS,
Scopus).

2. C.N. Van, V. A. Phan, V. L. Cao and K. D. T. Nguyen, "loT Malware Detection based on Latent Representation,"
2020 12th International Conference on Knowledge and Systems Engineering (KSE), Can Tho, Vietnam, 2020, pp. 177-
182.




14.

DPao tao thac

sy

ba dao tao dugc 06 thac sy

1. Nguyén Van Cuong, Thac sy HTTT, HVTKQS, 2021. Nguoi huéng dan: TS. Phan Viét Anh.
2. La Xuan Kién, Thac sy ATTT, 2021. Ngudi huéng dan: TS. Nguyén Pai Tho.

3. Tran Quang Chung, Thac sy ATTT, 2020. Ngudi huéng din: TS. Nguyén Dai Tho.

4. D Ba Son, Thac sy HTTT, 2020. Nguoi huéng dan: PGS. Nguyén Ngoc Hoa.

5. Vii Viét Diing, Thac sy HTTT, 2020. Ngudi huéng din: PGS. Nguyén Ngoc Hoa.

6. Nguyén Thanh Vin, Thac sy HTTT, 2019. Ngudi huéng dan: PGS. Nguyén Ngoc Hoa.

15.

Tham gia dao
tao tién sy

D3 hd tro dao tao 02 NCS:

NCS. Lé Viét Ha, “Nghién ciru mét s6 phicong phdp hoc sdu trong phat hién doan ma djc”, bat du tir 2019.
NCS. Nguyén Kim Sao, “Phat trién mot s6 phwong phap gidu tin thudn nghich trén anh da cdp xam”, bao vé€ 2020.
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1.2. Danh muc san pham khoa hoc du kién tng dung, chuyén giao (néu co):

SO Tén san phim Thoi gian du kién | Co quan d kién irng Ghi chu
TT ing dung dung
o Hién dang &
Quy trinh danh gia, quéan ly rui L
o ) budc xin ¥ kién
1 ro ATTT trong cac hé thong 2021 Bo TT&TT .
chuan bi ban
CNTT cua CPDT .
hanh
X x s A Hién dang ¢
Quy trinh ho trg xur 1y su co L
A ) budc xin y kién
2 ATTT doi véi cac hé thong trong | 2021 Bo TT&TT .
chuan bi ban
CPPT \
hanh
Céc bd nganh, tinh,
o thanh phd truc thude Hién da trién
H¢ thong déanh gia, quan ly rui ro . .
3 o 2021 Trung vong; co quan t0 | khai tai B
an toan thong tin UET.SRA ] . .
chtrc, doanh nghiép khac | TNMT
¢6 nhu cau
Cac bo nganh, tinh,
o x o P thanh phd truc thudc Hién da trién
H¢ thong ho tro x1r Iy su ¢ an X L
4 . A ) 2021 Trung wong; co quan to6 | khai tai Bo
toan thong tin UET.SIR . o ,
chtrc, doanh nghiép khac | TNMT
¢6 nhu cau

2. Vé nhiing dong gbp méi ctia nhiém vu:

Nhitng dong gop c6 tinh méi, sang tao ctia nhom dé tai gdm:

Di xdy dung duoc (i) quy trinh danh gia, quan 1y rai ro ATTT trong CPDT véi su két
hop ca phuong phap danh gid, quan ly rti ro cia ISO/IEC 27005-2011, NIST SP800-
39 va NIST SP800-53r4; va (ii) quy trinh hd trg xtr Iy su ¢d ATTT trong CPDT theo
phuong phéap cua ISO/IEC 27035-2011 va NIST SP800-61r1.

D3 xay dung dugc hé thong phan mém UET.SRA cho phép thuc hién dugc cac nghiép
vu quéan 1y rti ro ATTT theo quy trinh dé xut; bao gdm ca chirc nang do quét sau 15
hdng hé thdng, Website, ban va chua 4p dung, chinh sach khong tuan tha, do quét ma
ngudn tmg dung Web, danh gia tong thé theo CVSS/OWASP, xiy dung phuong an xir
1y rti ro theo NIST SP800-53r4.

D xdy dyng duoc hé théng phin mém UET.SIR v6i USB chuyén dung chira cong cu
thu thap dugc nhiing dir liéu ching cir sy ¢d ATTT quan trong, cung cip cac chirc ning
dé phan tich dir li¢u su ) (do quét ma ddc, phan tich theo kiéu xép chéng, so khac, ...).
D3 thir nghiém duoc toan bo hai quy trinh dé xuit ciing nhu hai hé thong UET.SRA,
UET.SIR thuc té tai Bo TNMT. Cac két qua budc dau thu dugce dd minh chimg tinh kha
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thi ctia san pham, hd tro hiéu qua cho cong tac dam bao ATTT tai co quan cip Bo thong
qua nhimg chirc ning ctia hai hé théng da xay dung duoc.

- Pi xay dung dugc 02 phuong phép xin cip bang Sang ché/Giai phap hitu ich cua Bo
KHCN va di duge chip nhan don hop 1¢.

Hién nay, trong cac co quan nha nudc, voi ) lugng dich vu cong trién khai truc tuyén
trén nén Web rét 16m, viéc danh gia, xac dinh cac riai ro ATTT tur bén trong ma nguén cac dich
vu trén nén Web d6 s& cho phép phat hién sm nhirng nguy co, 15 hong ma cac don vi xdy dung
phan mém c6 thé bo sot trude khi trién khai. Pay ciing 1a mot trong nhitng diém nhan thé hién
tinh doc dao ciia hé thdng danh gia, quan Iy rui ro ATTT cua dé tai. Ngoai ra, viéc cung cp
thém kha nang phat hi¢n nhitng Windows Policy vi pham quy dinh cua co quan nha nudc, phat
hién nhitng may tinh Windows chua cép nhét nhitng ban vé 16 hong quan trong, ... ciing cho
phép nang cao duoc kha ning phat hién rai ro ATTT trong hé théng phan mém cua ching toi.

béi véi cong tac ho tro xur 1y su ¢d ATTT, hién thach thitc ATTT do cac phﬁn mém doc
hai, do tAn cong mang, ... ngdy cang ting. Vi thé, lam chii dugc nghién ciru cong nghé, ky thuat
trong viéc thu thap dit liéu ching ctr 1an xay dung hé thdng quan 1y, phan tich, xac dinh nguyén
nhan s cd, tir d6 dwa ra dugc nhitng tu van, goi ¥ hd tro chuyén gia xay dung phuong an khic
phuc tai Viét Nam cling 1a mot diém thé hién duoc tinh méi cua san phém trong dé tai nay.

Cubi cung, thong qua viéc nghién ctru, xdy dung cac quy trinh danh gia rii ro ATTT va
hd tro xtr 1y sur ¢ trong cac co quan nha nudc; chuyén biét hoa cho cic co quan cip Bo/Nganh
va co quan cap Tinh/Thanh truc thudc trung wong, san pham cua dé tai s& gop phan tich cuc
trong viéc nang cao nhan thirc vé dam bao ATTT ndi chung tai cac co quan nha nudc. . Tir 6
6 thé giam thiéu rii ro ATTT va hd tro xu 1y su cd ATTT trong Chinh phu dién tir Viét Nam.

3. Vé hiéu qua ciia nhiém vu:
3.1. Hiéu qua kinh té

Céc quy trinh va hé thong danh gia, quan 1y rui ro va hd tro xir Iy su ¢b an toan thong tin
trong Chinh phu dién tir Viét Nam dugc xay dung trong dé tai c¢6 pham vi 4p dung tai cac co
quan nha nudc cap Bo, tinh, thanh phd tryc thuoc Trung wong.

Hai hé thong phin mém san pham cua dé tai 1a UET.SRA va UET.SIR da duoc trién khai
ung dung tai B TNMT dé hd tro cong tac ddm bao ATTT tai Bo nay. Ngoai ra, tai BO Thong
tin va Truyén thong, cac hé théng phan mém nay hoan toan c6 thé trién khai, van hanh tai cac
don vi ctia B, cu thé co thé duoc ung dung tai Cuc ATTT va Trung tam thong tin — Bo TTTT.
Ngoai ra, hai hé théng phdn mém ciing hoan toan c6 thé tuy bién dé trién khai tai cac co quan
cép B0, tinh, thanh phd tryc thudc Trung wong. Tir d6, cac san pham cua dé tai cho phép giam
thiéu chi phi trong viéc mua cac san pham tuong ty cia nude ngoai dé danh gia, quan 1y rui ro

va hd trg cong tac xtr Iy su ¢d ATTT (chiang han nhu san pham tuwong tu cia hing Rapid7,
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Tenable, Qualys, IBM Security Operations and Response, ... déu co gia thanh rat cao).

Ngoai tic dong vé giam chi phi dau tu, cac chirc ning hd trg danh gia va quan 1y rui ro
ATTT ciia UET.SRA cho phép giam thiéu dugc nhimg nguy co mat ATTT thong qua viéc chu
dong phat hién cac 16 hong rui ro. Tir d6 giam thiéu duoc nhimg chi phi mat mat thong tin, dit
liéu tir cac sy c6 mat ATTT. Ngoai ra, cac chirc nang cua hé théng UET.SIR trong hoat dong
hd tro xr 1y su ¢ mat ATTT ciing gop phan nang cao hiéu qua cong tac tng ctru sy cd ATTT
clia cac chuyén gia, sém phat hién duoc nguyén nhan sy ¢d va gop phan giam thiéu duoc nhitng
thiét hai ca vé kinh té, danh tiéng 14n thong tin, dit liéu ctia cac hé théng trong Chinh phu di¢n

tu, kinh té so hién nay.

3.2. Hiéu qua xa hoi

Ngoai nhirng tac dong vé kinh té néu trén, cac két qua, san pham cua dé tai cling c6 nhirng

tac dong tich cuc doi véi xa hoi nhu liét ké dudi day:
e Nang cao dugc nhan thire vé viéc dadm ban ATTT noi chung ctia can b trong cac co
quan nha nudc thong qua nhiing quy trinh, ti€u chuan vé quan ly rdi ro néi chung. Twr

d6 gop phan giam thiéu dugc nhitg nguy co, rii ro mit ATTT trong cac co quan do.

e Tao co sd vilng chic dé cac co quan nha nude 1am chu kha ning ty dam bao nhitng van
dé ATTT néi chung thong qua nhiing san pham ciia dé tai; tranh thém dugc mot phan
nhing rui ro mat ATTT khi st dung nhirg dich vu trong t tir cac t6 chirc/doanh nghiép
khéc.

e Dam bao dugc nhitng van dé an toan phan mém khi trién khai nhitng hé théng dam bao
ATTT néi chung trong co quan nha nudc. Pay ciing 1a mot trong nhirng loi diém noi
bat nhat khi céc san phém cua dé tai dugc cac nhom nghién ctru tu cac truong Pai hoc,
co so nghién ctru cia Nha nude xay dung va phat trién; tir d6 gop phan giam thiéu ciing
nhu tranh dugc nhimng nguy co mat ATTT tir chinh nhitng san phdm ngoai nudc trong
viéc danh gia, quan Iy rui ro va hd trg cong tac xir 1y sw ¢ ATTT.

Ngoai ra, san pham cta dé tai hoan toan co thé dugc mé rong, tmg dung cho cac doanh
nghiép, t6 chirc khac. Khi d6, toan bo nhiing tic dong néu trén con c6 phd lan toa rong hon nira,
tir 6 minh chimg 1 nét hon nhing tac dong tich cuc va hitu ich ciia cic san pham dé tai trong
kinh té - xa hoi.

Sau khi hoan thién, phat trién thém cac tinh ning chuyén biét, hai hé thong phan mém
trong nhiém vu nay c6 thé trién khai phuc vu cong tac nghi€¢p vu trong cac don vi c6 nhi¢m vy

dam bao an ninh x3 hoi, quéc phong nhu Cyc CNTT, Cyc An ninh mang - B Cong an, B§ Tu
1énh 86 — Bo Qudc phong.
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II1. Ty danh gia, xép loai két qua thwe hién nhiém vu
1. V& tién do thyc hién: (danh dau V vio 6 tuwong ung):
- Nop ho so dhing han
- Ngp chdam tir trén 30 ngay dén 06 thing

OOX

- Nép hé so chdm trén 06 thing
2. Vé két qua thyc hién nhi¢m vu:

- Xudt sdc

- Dat

- Khong dat []
Giai thich 1y do:

bé tai KC.01.19/16-20 da hoan thanh muc ti€u nghién ctru, da hoan thanh day du cac san

pham, dap tmg dugc cac yéu cau vé so lugng, chat luong, khoi lugng da dat ra trong thuyét

[]
X

minh va hop dong di ky.

Cam doan ndi dung cua Bao céo 1a trung thuc; Chd nhi€ém va cac thanh vién tham gia thuc
hién nhiém vu khéng sir dung két qua nghién ctru cuia ngudi khac trai v6i quy dinh cia phap
luat.

CHU NHIEM NHIEM VU THU TRUONG
TO CHU'C CHU TRi NHIEM VU

Nguyén Ngoc Hoa
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